[UNIVERSITY

7VIRGINIA in Internet Protocol Specifications

T RFCScope: Detecting Logical Ambiguities

Mrigank Pawagit Lize Shao® Hyeonmin Lee® Yixin Suns Wenxi Wang?

&
HIPREL lindian Institute of Science, Bengaluru, India 2University of Virginia, Charlottesville, USA

» Internet Protocol specifications are prone to | - Natural Language (in RFC 9460) || - Pseudocode (in RFC 9000) | |
ambiguities, undermining their interoperability | micein o sves sree, a1 mee || SRR G Manual classification of 273 verified technical errata reports
and implementation correctness. an RRset containg a record in ||, ISR T SO0 TS vk, from Standards Track RFCs published between January 2014 and January 2025
» LLMs can automatically analyze specifications | i2 ine ooy Servrestiods xecords %rzfggtggei‘?yt:“
by reading heterogeneous formats, combining i i ,
information from different sources. and Formal Notation (in RFC 8461 Main Category (Total Count)  Sub-Category Count
. . The formal definition of the " mta-sts" TXT record, defined using . ) ) ) ) ) .
applying common networking knowledge. B R0, e aa folove L deiin seticld I-1 Direct inconsistency within or across specifications 119
Challenges of Using LLMs Ceetiold e that ste-id record (202) I-2 Indirect inconsistency within or across specifications 70
sts-extension ; 1s required. ) .
1. Lengthy specification documents ) I-3 Inconsistency with commonly accepted knowledge 13
. . - Diagram (in RFC 9085) +“g;;;;r;;“+ . . .
2. Multi-document reasoning L U-1 Direct under-specification due to undefined terms 7
3. Limited domain knowledge L - U-2 Direct under-specification due to incomplete constraints 15
4. Prone to hallucination | (Rouse metieoron) | | Consumer | Under-specification Keg U-3 Indirect under-specification within or across specifications 10
Key Contributions R ] U-4 Under-specification due to incorrect or missing references 5
: : : C b R B £
[ ] | | | |
First systematic Study‘of Iog|ca| ambiguities In L o Editorial errors 15
Internet Protocol specifications (RFCs) e e e , .
. . . | Seaker | | Speaxer | ... | Speaker | Others (34) IANA considerations 13
= First framework for automatically detecting : : : ,
ambiguities in RFCs i i i Suggestions or proposals 6

k~ Context Constructor i ‘ 0 REC
— match & | | —% = F
— ) Paragraphs extract ; ( <tag, sec> >>> E L-? """"""" _— — ,
RFC (1 o O = . .
l i anga ke,\’phrase>ﬂ] i L S ( ~lag, sec> >>> < Rfif Section 1 Section 2 eceoeo
_______________________ | | o — ection
ﬁ% | oy —— e Content
Paragraphs | i Reftag J i LLM i non-RFC Ref E carch - & || - . SeCtion
b ! ! | Section 1.1 1.2
£ 3} : Cr J i ( <tag, sec> )>> i - — = | :
! - i Ref sec : % ) | ! (am _’ Ref , . e ; °
i 1 - I \\Q@ﬂ~% S t S t
Parser s ! RefResolver Match & | = ’ hchd Summary ection ection
extract E L< tag, keyp hrase> ! s 1.1.1 1.1.2 |
o | RefSummarizer e e o "
Context | Context ®
Example: RFC 9460 | <175000tokens < 175000tokens < 175000tokens < 175,000 tokens
9.6. Use of HTTPS RRs in Other Protocols
All HT?PIconnectlons to named origins RF(r: ,,,,,, . i KEY SOURCES
are eligible to use HTTPS RRs, even when + nm'lfe | .
HTTP 1s used as part of another protocol RFEC-ref | | -=> Draft versions from IETF
1
or without an explicit HTTP-related URI . €1 | Datatracker
scheme (SEEECEINEEE of EREIEE-—rom "1 ! => Discussions between authors from
example, clients that support HTTPS| RRs “REC.af : o o
and implement JEEEEEEE Us1ng the RFC (1) ) ’ Context ) ’ " Egcnre: N Egrfwrh:i?tllkwg’:g?lveull requests, issues
® 0 - I
altered opening handshake from Context Partitioner Cre : . Y P 9 !
1
[FETCH-WEBSOCKETS] SHOULD| use HTTPS| RRs Constructor i fn T LI from GitHub
for the requestURL.
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The LLM is asked to detect ambiguities in the given section with the LLM-as-a-Judge

context and insights from our study. The LLM is prompted to evaluate the results of the Analyzer by

1. Ambiguity types to find 1. validating the reasoning provided by the Analyzer.

2. Strategies to detect different ambiguity types 2. checking each reported errata against a checklist-criteria for plausible errata.

3. Examples of each ambiguity type 3. identifying which category of ambiguities each reported errata belongs to.
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8 8 8 - 8 ~ Section 1.2. Securing the Association of a Domain Name with a Server's Certificate
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