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Introduction

Internet Protocols

HTTP SMTP DNSIPv4TCP TLSUDP RADIUSURI

RFC 1

RFC 2

RFC 98XX
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interoperability correctness
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Ambiguities can cause Security Vulnerabilities
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Ambiguity in RFC 6520 causing 
bug in implementation of TLS 

heartbeat.
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Ambiguities can cause Connection Failures
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Ambiguity in RFCs 9460 and 9461 causing 
incompatible behaviour in different DNS 

resolver implementations.
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Existing work

No prior work has focused on identifying logical ambiguities in RFCs.
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We present the first framework to address this problem.
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Study

RFC 7598

Section 4.3. S46 DMR Option

dmr-prefix6-len: Allowed values range from 0 to 128.

RFC 7599

Section 5.1. Destinations outside the MAP Domain

The DMR IPv6 prefix length SHOULD be 64 bits long by 

default and in any case MUST NOT exceed 96 bits

Is the maximum value 96 or 128? Errata 4865
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Study

RFC 8888

Section 3.1. RTCP Congestion Control Feedback Report

RTCP Congestion Control Feedback Packets SHOULD 

include a report - block for every active SSRC.

What is an active SSRC? Errata 7894
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Can process different kinds of formal 
and informal elements

Why use LLMs to analyze RFCs?
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Why use LLMs to analyze RFCs?

Strength 1
Can process different kinds of formal 
and informal elements

Strength 2
Can perform complex reasoning

Strength 3
Possess common technical 
knowledge
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Challenges with LLMs to detect ambiguities in RFCs

Long specification documents

RFC 1035 which describes

DNS is 55 pages long!

Multi-document reasoning

Limited domain knowledge

Prone to hallucination
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Challenges with LLMs to detect ambiguities in RFCs

Long specification documents

Multi-document reasoning

Limited domain knowledge

Prone to hallucination

RFC 9460

9.6. Use of HTTPS RRs in Other Protocols

All HTTP connections to named origins are eligible 

to use HTTPS RRs, even when HTTP is used as part 

of another protocol or without an explicit HTTP-

related URI scheme (Section 4.2 of [HTTP]). For 

example, clients that support HTTPS RRs and 

implement [WebSocket] using the altered opening 

handshake from [FETCH-WEBSOCKETS] SHOULD use HTTPS 

RRs for the requestURL.

RFC 9110 RFC 6455 WebSockets 

Living 

Standard
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Challenges with LLMs to detect ambiguities in RFCs

Long specification documents

Multi-document reasoning

Limited domain knowledge

Prone to hallucination

LLMs do not know what kind of 

ambiguities to look for and the 

strategies to find them.
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RFC 9460

9.6. Use of HTTPS RRs in Other Protocols

All HTTP connections to named origins are 

eligible to use HTTPS RRs, even when HTTP is used 

as part of another protocol or without an 

explicit HTTP-related URI scheme (Section 4.2 of 

[HTTP]). For example, clients that support HTTPS 

RRs and implement [WebSocket] using the altered 

opening handshake from [FETCH-WEBSOCKETS] SHOULD 

use HTTPS RRs for the requestURL.
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RFC 9460

9.6. Use of HTTPS RRs in Other Protocols

All HTTP connections to named origins are 

eligible to use HTTPS RRs, even when HTTP is used 

as part of another protocol or without an 

explicit HTTP-related URI scheme (Section 4.2 of 

[HTTP]). For example, clients that support HTTPS 

RRs and implement [WebSocket] using the altered 

opening handshake from [FETCH-WEBSOCKETS] SHOULD 

use HTTPS RRs for the requestURL.

RFC 9110
Section 4.2

Section 4.2

RFC 9110
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RFCScope — Context Constructor

RFC 9460

9.6. Use of HTTPS RRs in Other Protocols

All HTTP connections to named origins are 

eligible to use HTTPS RRs, even when HTTP is used 

as part of another protocol or without an 

explicit HTTP-related URI scheme (Section 4.2 of 

[HTTP]). For example, clients that support HTTPS 

RRs and implement [WebSocket] using the altered 

opening handshake from [FETCH-WEBSOCKETS] SHOULD 

use HTTPS RRs for the requestURL.

RFC 6455
Section 4

“opening handshake”

RFC 9110
Section 4.2

RFC 6455

RFC 6455
Section 3.1

RFC 6455
Section 5.1
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RFCScope — Context Constructor

RFC 9460

9.6. Use of HTTPS RRs in Other Protocols

All HTTP connections to named origins are 

eligible to use HTTPS RRs, even when HTTP is used 

as part of another protocol or without an 

explicit HTTP-related URI scheme (Section 4.2 of 

[HTTP]). For example, clients that support HTTPS 

RRs and implement [WebSocket] using the altered 

opening handshake from [FETCH-WEBSOCKETS] SHOULD 

use HTTPS RRs for the requestURL.

WebSockets

Living Standard

Summary of 

“opening handshake”
“opening handshake”

RFC 9110
Section 4.2

RFC 6455
Section 4

websockets.spec.whatwg.org
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WebSockets

Living Standard
Summary of 

“opening handshake”

RFC 9110
Section 4.2

RFC 6455
Section 4

RFC 9460

Context

RFC 9460

9.6. Use of HTTPS RRs in Other Protocols

All HTTP connections to named origins are 

eligible to use HTTPS RRs, even when HTTP is used 

as part of another protocol or without an 

explicit HTTP-related URI scheme (Section 4.2 of 

[HTTP]). For example, clients that support HTTPS 

RRs and implement [WebSocket] using the altered 

opening handshake from [FETCH-WEBSOCKETS] SHOULD 

use HTTPS RRs for the requestURL.
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Context

Section 
1

Section 
1.1

Section 
1.2

Section 
1.1.1

Section 
1.1.2
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2

Context

RFC
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Context
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< 175,000 tokens

< 175,000 tokens
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RFCScope — Overview

The LLM is asked to find ambiguities in the given 
section with the context and insights from our study.

1. Ambiguity types to find
2. Strategies to detect different ambiguity types
3. Examples of each ambiguity type
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LLM-as-a-Judge
The LLM is prompted to evaluate the results of the Analyzer by

1. validating the reasoning steps provided by the Analyzer.
2. checking each reported errata against a checklist-criteria

for plausible errata.
3. identifying which category of ambiguities each reported 

errata belongs to.
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➢Is this information given 
later in the document?

➢Is this an implementation 
detail left to the discretion 
of the user?

➢Is clarification or elaboration 
relevant to this document?
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RFCScope — Overview

Key sources used:
➔ Draft versions from IETF Datatracker
➔ Discussions between authors from IETF Mail Archive
➔ Commit history, pull requests, issues from GitHub
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Evaluation

20 recent DNS-
related RFCs
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Contributions

★ Study
First study of technical errata from RFCs to propose a taxonomy of logical 
ambiguities.

★ Framework
First framework for detecting logical ambiguities in RFCs.

★ Real-world impact
31 new logical ambiguities across 14 recent DNS-related RFCs, with 8 
confirmed by RFC authors and 3 officially verified as technical errata.
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Learn more about RFCScope

Try RFCScope Check out our paper

or visit
github.com/HIPREL-Group/RFCScope

and come by our poster!
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